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The Internet of Things: Are Government
Regulation Efforts Too Little, Too Late?

BY GWENN B. BARNEY
Special to the Legal

Imost 20 years have passed since
technology pioneer Kevin Ashton
irst coined the phrase Internet of

Things (IoT) in a 1999 presentation for
& Gamble (Kevin Ashton,
Beginning the Internet of Things, Medium
(March 18, 2016). The Internet of Things

consists of physical items that collect

Procter

information through sensors or chips and
then share that information with other
devices through the Internet or other net-
works. Since the introduction of the term,
the growing network of these connected
devices (expected to reach 30 billion
devices by 2020) (Internet of Things (IoT)
connected devices installed base world-
wide from 2015-2025, Statista, (last
accessed May 28) has created tremendous
possibilities. Today, we have phones that
provide limitless information at our fin-
gertips, health care devices that can
instantly share a patient’s vital statistics to
save precious response time, and we are
on the cusp of self-driving cars that prom-
ise mitigation, if not elimination, of
human driving error. Yet, each device
added to the internet creates opportunity
for a malicious attack or hacking.

The state of IoT regulation is patchwork
at best. Although most applicable federal
regulations are enforced by the Federal
Trade Commission (FTC), there are no

comprehensive regulations or laws for IoT

GWENN B. BARNEY
is an associate at White
and Williams where
she practices in the
areas of cyber, general
corporate, transac-
tional and securities
law. Contact her at
barneyg@whiteandwil-
liams.com and 215-864-7063.

devices. The lack of clear and unambiguous
standards to govern IoT security leaves IoT
innovators wrestling to identify what stan-
dards should be achieved. This, in turn, can
lead to security shortfalls. Congress is con-
sidering three pieces of legislation to help
solve this dilemma. However, as discussed
below, while each bill addresses some prob-
lems, none resolves all of the issues.

THE PENDING LEGISLATION

Two of the three pending bills propose vol-
untary regulatory programs. The Cyber
Shield Act of 2017 (S. 2020, 115 Cong.
(2017)) proposes a voluntary program where
manufacturers of IoT devices adhere to
certain IoT security protocols and in return
are given government certification that
their devices are secure. This bill would task
the secretary of commerce to create an advi-
sory committee to administer the program
comprised of covered products industry
representatives, cybersecurity experts, pub-
lic interest advocates, and federal employees
with expertise in certification, covered
devices or cybersecurity. The certification is

Some believe

that time is of

the essence to
ensure that security mea-
sures are put in place for

the loT.

expected to manifest as a sticker that manu-
facturers can place on their device.
Another bill, the Internet of Medical
Things Resilience Partnership Act of 2017
(the Medical Things Act) (H.R. 3985, 115
Cong. (2017)), would establish “a working
group of public and private entities led by
the Food and Drug Administration to rec-
ommend voluntary frameworks and guide-
lines to increase the security and resilience
of Internet of Medical Things devices.”
The voluntary nature of the Cyber
Shield Act and the Medical Things Act
helps assuage concerns held by opponents
of government IoT regulation that
Congress intends to over-regulate the IoT
and consequently stunt its development.
The idea is that companies will participate
in a voluntary program because of the con-
sumer goodwill generated by the Cyber
Shield certification or compliance with the
Internet of Medical Things Act. Still, some
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may question the influence of a voluntary
regulatory regime, putting its effectiveness
in limbo. However, voluntary consensus
standards are used to fill the gap of gov-
ernment regulation in other areas.

Both the Cyber Shield Act and Medical
Things Act would bring together govern-
ment agencies for the purpose of creating a
comprehensive and cohesive regulatory plan
for IoT device oversight. The Cyber Shield
Act requires the Secretary of Commerce to
consult with the Secretary of Health and
Human Services, the Commissioner of Food
and Drugs, the Secretary of Homeland
Security and other federal agencies to carry
out the program. Similarly, the Medical
Things Act calls for collaboration among the
Food and Drug Administration, Department
of Health and Human Services, the Federal
Trade the  Federal

Communications Commission, and the

Commission,

Department of Commerce. Personnel from
each would serve on the committee that will
create medical device standards. This muld-
agency involvement would help to create
uniformity and consistency in expectations
for IoT cybersecurity.

Where the Cyber Shield Act and
Medical Things Act fall short is in their
failure to offer concrete and well thought
out suggestions of specific cybersecurity
mechanisms which manufacturers ought
to apply. While it is necessary to bring
agencies together to collaborate and agree
on which standards will apply to devices
across industries, experts in the field have
a basic understanding of the mechanisms
that will be necessary to ensure security.
The third bill, the Cybersecurity
Improvement Act of 2017 (S5.1691, 115
Cong. (2017)), would be extremely helpful
in moving the ball forward in this regula-
tory area, as it is the only one of the three
proposed laws that presents actual solu-
tions in the body of the law.

The Cybersecurity Improvement Act
would require a vendor of IoT devices
meet certain criteria before a U.S. govern-
ment agency can purchase the device. The
legislation requires that the IoT devices are
patchable, do not contain known vulnera-
bilities (if the vendor does identify

vulnerability, the government can issue a
waiver and purchase the device if the ven-
dor sufficiently explains why the device is
secure and presents any controls that can
limit the exploitation or impact of the vul-
nerability), rely on standard protocols, and
do not contain hard-coded passwords.
Agencies may ask the Office of Management
and Budget (OMB), which will monitor the
program, for permission to purchase devic-
es that do not meet these standards if they
can demonstrate that certain compensating
controls have been employed. Agencies can
employ their own equivalent, or more rig-
orous, device security requirements or
industry can develop third-party device
certification standards that provide equiva-
lent, or more rigorous, device security
requirements (as determined by NIST).
The Cybersecurity Improvement Act,
though, is limited to only those companies
which contract with the government. This
is a narrowly cast net and still would leave
most of the IoT devices distributed in the
United States on a path of insufficient secu-
rity and excessive vulnerability to hacking.
Another potential pitfall for the regu-
lation of IoT is that mandatory require-
ments for devices will lead to the forced
exodus of small manufacturers from the
market as they will not have the resourc-
es to meet the required standards. All
three acts introduced provide a level of
flexibility to protect the interests of busi-
nesses with fewer resources than larger
manufacturers. The Cyber Shield Act
and Medical Things Act provide this flex-
ibility through their voluntary nature.
The Cybersecurity Improvement Act
works around this dilemma by allowing
the OMB to make exceptions for prod-
ucts that may not meet the set standards,
if the agency purchasing the device can
demonstrate that certain compensating
controls have been employed. If the
OMB creates a sufficient review process
to determine what qualifies as a compen-
sating control, this flexibility will allow
for smaller manufacturers to remain sup-
pliers to government, while also encour-
aging them to strive for a higher standard
of cybersecurity. However, if the OMB’s

review process is too lax, it could be a
gaping hole preventing the law from
achieving its stated purpose.

The Cyber Shield Act and Cybersecurity
Improvement Act prevent against obsoles-
cence of their standards by providing for
ongoing review and adjustment of any
adopted standards or regulations as the
IoT evolves. Under the Cybersecurity
Improvement Act, OMB will submit a
report to Congress within five years on the
effectiveness of guidelines and any recom-
mendations for updates. Meanwhile, under
the Cyber Shield Act, every two years the
Secretary of Commerce, in consultation
with the Cyber Shield advisory committee,
will review the cybersecurity and data secu-
rity benchmarks produced under the pro-
posed Act, and make adjustments as neces-
sary. The proposed laws could improve if
they provided an opportunity for review
every year as the IoT technological land-
scape shifts at light speed. While two years
seems a reasonable amount of time for
review, five years may be too long a wait for
this fast-paced arena. Additionally, the
Medical Things Act, which does not
include a similar review mechanism, would
benefit from adding one.

Currently, all three proposed laws are tied
up in committee review and show no signs of
progressing forward. However, some believe
that time is of the essence to ensure that
security measures are put in place for the
IoT. In a 2014 draft report, the National
Security Telecommunications Advisory
Committee wrote that the world had “only
three years—and certainly no more than
five—to influence how IoT is adopted ... in
a way that maximizes security and minimizes
risk. If the country fails to do so, it will be
coping with the consequences for genera-
tions,” see The President’s National Security
"Telecommunications Advisory Committee,
NSTAC Report to the President on the
Internet of Things 2, 2014). ®

Reprinted with permission from the July 24, 2018, 2018
edition of THE LEGAL INTELLIGENCER © 2018 ALM
Media Properties, LLC. All rights reserved. Further
duplication without permission is prohibited. For
information, contact 877-257-3382, reprints@alm.com or
visit www.almreprints.com. # 201-07-18-15



