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The world has changed. Yet, 
while the COVid-19 out-
break has resulted in a Great 

Pause for onsite operations, it has 
not suspended the need for data pri-
vacy and security. in fact, it has 
heightened the necessity of basic 
and reasonable cybersecurity safe-
guards both because of the necessary 
transition to a remote work environ-
ment and because of the anticipated 
collection and tracking of sensitive 
COVid-19-related data once em-
ployees and consumers return onsite. 
These changes implicate a variety 
of laws, including employment and  
consumer laws.

data privacy and security require-
ments also remain. For example, many 
organizations have contractual data 
security requirements with clients and 
business partners, some accompanied 
by substantial indemnity liabilities. as 
of March 21, the new York shield 
aCT requires all organizations han-
dling private information of new 
York residents to have a written and 
comprehensive data security program. 
as efforts to delay the legislation 

have been rejected, enforcement of 
the California Consumer Privacy 
act (CCPa) begins in little over  
a month.

Yet, data privacy and security need 
not be viewed as a burden. nor need 
it be costly. There are steps an orga-
nization may take to harness a data 
privacy and security (i.e., cybersecurity) 
program in an efficient and effective 
manner. a cybersecurity program need 
not break the bank; nor should it over-
whelm a company by diverting valuable 
resources from a central business mis-
sion. an efficient and effective cyber-
security program also may be used to 
help an organization acquire a valuable 
competitive edge. The common mistake 
is to create a complicated process that 
a company has difficulty supporting or 

adhering to. here are 
four easy steps an or-
ganization can take to 
address the new work 
and iT environment, 
albeit guidance from 
experienced cyber 
counsel makes these 
steps even easier:
• Establish a data 

privacy and security 
team.
• Assess and iden-

tify the new work 
environment.
• Start adjusting and tweaking your 

policies and procedures to mitigate 
the risks and comply with the require-
ments you identify.
• Your employees, vendors and cli-

ents (consumers)—communicate with 
them. don’t forget employee training.

Establish a data privacy and security 

team. a central characteristic of any 
reasonable cybersecurity program is 
that the organization appoints com-
petent personnel to oversee the pro-
gram. That person may be in-house, 
or an organization may look to out-
side help. either way, implementing 
and maintaining a cybersecurity pro-
gram should not be a one-person job. 
a best practice is to assemble a team 
representing a cross-section of the 
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organization’s business, iT, legal and 
other operation departments to iden-
tify, address and remediate risks on a 
regularly scheduled basis. This team 
should have the support and involve-
ment of senior management.

Assess and identify the new work en-

vironment. COVid-19 has brought 
changes to the workforce and iT 
environment that were almost un-
imagined just a few short months 
ago. everyone’s work environment 
has changed, and those changes will 
persist in the months and perhaps 
years to come. Just as iT person-
nel knew their organization’s network 
pre-COVid-19, another “inventory” 
should be undertaken. Consider the 
five steps of the nisT Cybersecurity 
Framework (CsF): identify, protect, 
detect, respond and recover. are new 
devices, especially personal devices, 
being used? are servers properly con-
figured? does your organization need 
to expand the availability of VPns or 
other remote logins? does your or-
ganization need to incorporate multi-
factor authentication? are employees 
using devices, software or platforms 
that have not been approved by the 
company? what about your vendor’s 
employees?

Start adjusting and tweaking your 

policies and procedures to mitigate the 

risks and comply with the requirements 

you identify. data privacy and se-
curity is never static. a company 
should build new procedures or strat-
egies to address any discovered or 
increased risks, and to correct any 
errors. after undertaking steps one 
and two, an organization may identify 
needed modifications. Consider mod-
eling the program based on the nisT 
CsF, which is deemed an industry-
recognized standard under some data 
security legislation and regulations. 
does the expanded remote workforce 
require implementation of a data 

loss prevention (dlP) policy? has 
the organization identified employee 
“work-arounds” that need to be ad-
dressed? do new patching procedures 
need to be adopted? is your incident 
response plan predicated upon a cen-
tral, onsite presence and need to be 
adjusted accordingly? are there secu-
rity or technical measures that will in-
crease efficiency, business continuity 
or simply make it easier for personnel 
to accomplish their work? remember, 
if you try to address everything at 
once, it may be overwhelming and 
little or nothing will get done. adjust 
and tweak within your organization’s 
capabilities. Get help where you need 
it. data security is business continuity.

Your employees, vendors and clients 

(consumers)—communicate with them. 

Don’t forget employee training. employee 
training is essential. Critically, it need 
not be difficult to accomplish. Make 
data privacy and security, as well as 
any iT-related questions or concerns, 
an agenda item for team meetings. 
discuss data requirements—whether 
legal or contractual—that are required 
of the company and their own ac-
tions. explain expectations and con-
sequences. implementation of tech-
nical and administrative safeguards 
can be done inexpensively and with 
broad effect to tighten data security. 
implement requirements for password 
maturity and strength. Phishing and 
business email compromise attacks 
present heightened risks, so ramp up 
education and testing around them, 

including through the use of managed 
service providers. Follow up on lapses 
with additional training. Be helpful, 
not punitive. stress causes people to 
make mistakes. Training helps reduce 
those mistakes.

with changes in privacy laws, con-
sumers are entitled to greater dis-
closures of the collection and use of 
their information. ensure that any 
changes in business operations do 
not require updates to outward-facing 
privacy notices. Communicate with 
your vendors and service providers. 
ensure that they have appropriate 
cybersecurity measures in place. Be 
sure to track your own contractual 
cybersecurity obligations with any 
changes in operations.

A final step. a cybersecurity pro-
gram must evolve and adapt as new 
risks and threats emerge. so, plan 
for next month and next year. an 
organization’s data security and pri-
vacy team should meet regularly to 
help with the program’s maintenance 
and growth. it should plan for inci-
dent response exercises and sched-
ule annual assessments, which are 
required by many contracts and data 
security laws. Policies and procedures 
should be examined and amended (if 
needed) on an annual basis. Personnel 
should review and acknowledge them. 
looking forward and planning ahead 
enables an organization to better de-
tect, identify and remediate an inci-
dent. Taking the time to review and 
plan appropriately will reduce the 
time and costs later. and that sure 
beats looking back at the things that 
should have been done once an inci-
dent occurs.   •

Communicate with your 
vendors and service provid-
ers. Ensure that they have 
appropriate cybersecurity 

measures in place.
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